FORWARD THINKING IT SOLUTIONS

ERGONOMICS AUTHENTICATION SERVER (EAS)

Server for EMV-CAP, OATH, Digipass and CrontoSign Multifactor Au-
thentication for Electronic and Mobile Banking Applications

Easy Integration of EMV-CAP, OATH, Digi-
pass, mTAN or CrontoSign Technology in Ex-
isting Backend Systems

EMV-CAP is the international standard for strong
authentication for e-banking and e-commerce.
OATH and Digipass are well established stand-
ards for one-time password solutions. CrontoSign
is an innovative technology for authentication
and transaction verification based on 2D bar
codes.

CAP (Chip Authentication
Program) was developed
by MasterCard and
adopted by Visa (Visa
Passcode) to secure Inter-
net-based e-commerce
transactions with debit-
and credit cards. The CAP
standard supports strong
authentication also for e-banking applications.

Required Components for EMV-CAP

To integrate EMV-CAP, a financial institution re-
quires the following components:

e EMV debit-, credit- and/or bank cards,
appropriately personalized

e Personal Card Reader (PCR) for the cus-
tomers

e EMV-CAP Authentication Server for the
verification of one-time passwords and
transaction signatures

Ergonomics offers e.g. OneSpan/Vasco Personal
Card Readers (PCRs) and the Authentication
Server for easy and efficient integration of EMV-
CAP into existing backed systems.

OTP Token and SMS Delivery, Cronto Sign

Feitian  one-time
password tokens
(OATH algorithm) ) N
or OneSpan/Vasco
Digipass  tokens
can be used in sce-
narios where a
cost efficient but highly secure multifactor au-
thentication solution is required.
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SMS delivery of one-time passwords and transac-
tion signatures as well as EMV-CAP card readers
are supported. In addition, the EAS supports the
sophisticated 2D color bar code technology
CrontoSign by OneSpan/Vasco for authentica-
tion and transaction verification.
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EAS Key Functionalities

The Ergonomics Authenti-
cation Server provides the
following key features:

e Initialization and
key management

e Data preparation
for the card personalization

e Protected data import for
Digipass and CrontoSign keys

e Interface to SMS gateways to send one-
time passwords and transaction verifica-
tion data

e Verification of one-time passwords at
application log-on

e Verification of transaction signatures

e Support for behavior-based authentica-
tion (continuous authentication) for mo-
bile and e-banking.
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The following illustration provides an overview of
the typical system environment of the Ergonom-
ics Authentication Server.
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Easy Integration
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The easy integration
of the EAS into exist-
ing banking infra-
structures was one of the primary design goals.
Web Services Interfaces provide the necessary
flexibility for the integration.
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A typical bank has already some e-banking ser-
vices in place today but may lack adequate user
authentication and/or transaction verification
technology. Therefore, the EAS works for exam-
ple in combination with existing user directories
and conventional authentication methods, based
on user name and password.

Depending on the existing environment and the
requirements of the bank, only a subset of the ca-
pabilities can be implemented. For example: a
bank may only need transaction verification. The
current user authentication is considered suffi-
cient. The modular design of the EAS can easily
accommodate this requirement.

Hardware Security Modules (HSMs) for a
higher level of Security

The EAS supports HSMs for the protection of the
sensitive encryption keys. This allows bank to
achieve the highest level of security available to-
day. In addition, HSMs may be required to achieve
necessary compliance levels.
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More Information

Please contact us for more information about the
EAS: sales®@ergonomics.ch
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